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FIPS: A SECURITY PRIMER FOR A WILD
WIRELESS WORLD

TECHNICAL NOTE

FIPS SECURITY – WHAT IS IT AND
WHY IS IT IMPORTANT
Since the dawn of the Linux Revolution in the 1990s, open
source software has gained credibility and momentum for
both the quantity and quality of the code. Even encryption
software has become open to a certain extent—but only to
a certain extent. Historically, proprietary solutions have
had inherent advantages for security. However, to ensure
the most cost-effective and best security solutions—
especially those for network data security—compliance to
industry or government standards is preferred over any
proprietary standard or algorithm. Solutions—including
software—that are compliant or validated against more
advanced standards would be considered more secure
against unwanted or unlawful activity.

WHY IS FIPS IMPORTANT?
When asking “Why is FIPS important?”, the top three
answers are security, security and security! Networks
need high-level protection for data and management
traffic. Offering high level cryptography is important for
total security.
Moreover, FIPS validation is important because it
ensures that the encryption device meets the regulatory
requirements for implementing cryptography into a
software and hardware solution. For example, FIPS
140-2 validation begins to address physical security
mechanisms by adding the requirement for tamperevidence, such as a tamper-evident seal having to be
broken to gain physical access to the cryptographic keys.

BASICS ABOUT FIPS
Requirements for government security (for
communications and networks) are regulated by Federal
Information Processing Standards (FIPS). These are
published and approved by the federal Commerce
department for use in all government agency unsecure
networks that carry sensitive but unclassified information.
FIPS-validated equipment protects them.
The National Institute of Standards and Technology (NIST)
manages the Cryptographic Module Validation Program
(CMVP) that verifies cryptographic modules to FIPS
security. FIPS “validation” assures users that intensely
rigorous testing by an accredited third-party has been
conducted per CMVP guidelines, followed by a peer review
at NIST that examines the test reports for compliance.
More importantly, FIPS standards are recognized outside
the US for their grasp of multiple security concepts,
stringent testing protocols and validation review
processes. FIPS standards are not easily met—even after
several test and review cycles.
The Commerce department encourages the adoption of
FIPS standards by non-federal organizations and non-US
entities when the highest level of security is required for
commercial or private networks. Vendors with FIPSvalidated equipment can be used for federal applications
where FIPS security is mandatory.
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SECURITY-RELATED FIPS REQUIREMENTS
In the world of unclassified but sensitive communications,
FIPS provides a regime of protection guidelines. There are
many FIPS available to help nearly every security concern:
FIPS 140-2 – Security Requirements for Cryptographic
Modules
FIPS 186-2 – Digital Signature Standard including Elliptic
Curve Digital Signature Algorithm (ECDSA)
FIPS 190 – Guideline For the Use Of Advanced
Authentication Technology Alternatives
FIPS 197 – The Advanced Encryption Standard (AES)

FIRST AMONG EQUALS
The most important FIPS standards not only for the
federal government but also for non-government users
are FIPS 140-2 and FIPS 197—both involved with the use of
encryption for networks.
The more advanced and comprehensive FIPS 140-2,
“Security Requirements for Cryptographic Modules,” was
released in May 2001 and superseded FIPS 140-1 (1995) as
the mandatory standard for sensitive data.
FIPS 197 is titled “Announcing the Advanced Encryption
Standard (AES),” and was published in November 2001.
AES specifies an encryption algorithm that can be used
to protect electronic data. By encrypting and decrypting
information, the algorithm converts data into an
unintelligible form (cyphertext) that cannot be understood
without using a cryptographic key. The data is protected as
long as the cryptographic key is kept secret or private.

WHAT IS FIPS-197? WHY IS IT
IMPORTANT?

WHAT IS FIPS 140-2? WHY IS FIPS
140-2 IMPORTANT?

After AES was announced as FIPS 197 in late 2001, it
quickly became a federal government standard in 2002.
This rapid adoption of the AES algorithm by the federal
government was so quick in due to its highly flexible
functionality and capability to encrypt and decrypt
information using keys of 128, 192 and 256 bits in data
blocks of 128 bits.

FIPS 140-2 is the mandatory encryption standard for
protecting IT systems that carry sensitive but unclassified
information. If a federal agency specifies that information
must be cryptographically protected, FIPS 140-2
is in force. Very simply, if cryptography is required,
cryptographic modules must be validated to FIPS 140.

AES may be implemented in software, hardware or both.
Straightforward implementation has made FIPS 197
compliance commonplace.
Implementation of the algorithm is tested by an accredited
laboratory, and validation equals compliance with the
FIPS-197, the AES standard.
In the microwave radio domain, payload
encryption can be achieved using AES
encryption on both management and data
traffic. This prevents eavesdropping on
wireless communications, as any snooping
along the transmission path between links
or in the transmitter’s vicinity will only
receive a garbled transmission.

Compliance to FIPS 197 is important for equipment
vendors who want to address the markets/applications
that require standards-based data encryption. In many
situations, US government agencies can only purchase
FIPS-validated products. This is true for almost every
federal agency, with the exception of the military and
intelligence agencies, which have more extensive security
practices. Many private companies are required by US
government regulation to use FIPS-validated products.
For example, the Controlled Substances Ordering System
(CSOS) regulations require FIPS standards for health-care
and pharmaceutical companies.
Australia, Canada and several European countries
also require FIPS. Many private financial companies
require FIPS-validated products. The American
National Standards Institute (ANSI) and the International
Organization for Standardization (ISO) are working
through the process of adopting FIPS publications. Some
large companies are starting to take the approach that all
security products must be FIPS-certified and that they are
always used in FIPS mode.

Without FIPS validation, equipment vendors will not be
able to sell their equipment into federal applications that
specify encryption as mandatory.

GROWING PRIVATE ENTERPRISE USE
Many government operators and a growing number of
private enterprise operators require that their wireless
solutions comply with FIPS-140-2 for Secure Management
protocols, which can provide secure Authentication,
Authorization and Accounting of remote user accounts.
External security solutions do not provide a good option as
communications can be tapped between the terminal and
an external security solution before protection can be
applied to management traffic. Furthermore, most
telecom solutions do not offer any built-in security.
Secure Management: Messages sent
from the Network Operations Center
(NOC) to the microwave radio are
protected and not subject to compromise
or malicious spoofing by unauthorized
users. Secure Management also protects
against accidental or unintentional
misconfiguration of the network.

Also, non-government and non-US users are including
FIPS 140-2 as a procurement requirement. And as nongovernment users increasingly embrace FIPS 140-2,
vendors can cost-justify entering the market, because it
allows them access to a restricted but exclusive market,
which makes up for the lengthy and costly validation
testing process.
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WHAT GETS FIPS 140-2 VALIDATED?
The solution that undergoes FIPS140-2 evaluation is called
a cryptographic module, produced by the private sector
or open source communities. The scope of a module is
not necessarily the same as a product. The module must
embody all of the relevant FIPS 140-2 functionality—which
could be a single integrated circuit, multiple chips or
standalone modules such as encrypted routers or secure
radios.
According to CVMP testing procedures, FIPS-140-2
security solutions are validated as a whole. Specifically,
an existing FIPS 140-2 certificate will specify the exact
module name, hardware, software, firmware and/or
applet version numbers. If any element of the solution is
altered, it must be retested in its entirety.

Some of the 11 FIPS 140-2 criteria require more attention
than others:
• Cryptographic boundary or module specification—three
levels
• Single chip cryptographic module
Example: single IC chips or smart cards with a single
IC chip
• Multiple chip embedded cryptographic module—two or
more chips are interconnected
Example: multiple-chip embedded module such as
adapters, boards
• Standalone module—two or more chips
interconnected and entire enclosure is physically
protected
Example: encrypted routers, secure radios

FIPS 140-2 INDIVIDUAL SPECIFICATIONS:
WHAT ARE THEY?
FIPS 140-2 specifies 11 areas for a cryptographic module.
Each relates to a different aspect of a cryptographic
module (i.e., how it should perform, how it’s designed, how
it should fail and recover):
• Cryptographic Module Specification
• Cryptographic Module Ports and Interfaces
• Roles, Services and Authentication

• Four levels (1,2,3,4) for each cryptographic module
• Tamper evidence, detection and response
• Opaque enclosure or opaque potting material to
prevent peeking into or seeing the module
• Self-tests
• Power Up tests
• Conditional self-tests

• Finite State Model

FIPS 140-2 LEVELS

• Physical Security

FIPS 140-2 also dictates four qualitative levels of
increased security, from 1 to 4, with the higher numerical
level more protective than a lower level. Level 1 is most
common; Level 2 is a significant step up in complexity. The
different levels provide increasing levels of security as
follows:

• Operational Environment
• Cryptographic Key Management
• Electromagnetic Interference/Electromagnetic
Compatibility (EMI/EMC)
• Self-Tests
• Design Assurance
• Mitigation of Other Attacks

The rating applied to a cryptographic
module depends on how many of the 11
FIPS 140-2 requirements the cryptographic
module meets. For example, Physical
Security Level 2, Cryptographic Modules
Ports and Interface Level 2.

4
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Level 1: No physical security
• No physical security mechanisms are required in the
module beyond the requirement for production-grade
equipment
• This is the easiest level to achieve and most common
level for FIPS 140-2 validated equipment
Level 2: Tamper evident—tamperproof seals are typically
used, and monitored by a cryptographic officer. Level 2 is
a significant step up in complexity from Level 1.
• Tamper-evident physical security or pick-resistant
locks. Adhesive stickers covering all access screws and
openings are commonly used

• Role-based authentication: a cryptographic officer
(role-based) is utilized for ensuring that compliance is
maintained
Level 3: Tamper-resistant physical security. Level 3
provides for identity-based authentication.

• Tamper response and zeroization circuitry
• Protected vents
Level 4: Tamper responsive.
• Tamper detection envelope with tamper response

• Automatic zeroization when accessing the maintenance
access interface

FIPS 140-2, Levels 1 and 2 Specifications
Level 1

Level 2

Cryptographic Module
Specification

Specification of cryptographic module, cryptographic boundary, Approved
algorithms, and Approved modes of operation. Description of cryptographic
module, including all hardware, software, and firmware components.
Statement of module security policy.

Cryptographic Module Ports and
Interfaces

Required and optional interfaces. Specification of all interfaces and of all
input and output data paths.

Roles, Services and Authentication

Logical separation of required and
optional roles and services.

Finite State Model

Specification of finite state model. Required states and optional states. State
transition diagram and specification of state transitions.

Physical Security

Production grade equipment

Operational Environment

• Single operator

Role-based or identity-based
operator authentication.

Locks or tamper evidence

• Executable code
• Approved integrity technique
Cryptographic Key Management

Key management mechanisms: random number and key generation, key
establishment, key distribution, key entry/output, key storage, key zeroization

EMI/EMC

47 CFR FCC Part 15. Subpart B, Class A (Business use). Applicable FCC
requirements (for radio).

Self Tests

Power-up tests: cryptographic algorithm tests, software/firmware integrity
tests, critical functions tests. Conditional tests.

Design Assurance

Configuration management (CM).
Secure installation and generation.
Design and policy correspondence.
Guidance documents.

Mitigation of Other Attacks

Specification of mitigation of attacks for which no testable requirements are
currently available.

CM system. Secure distribution.
Functional specification.
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WHAT ARE THE BOUNDARIES OF A FIPS 140-2
CRYPTOGRAPHIC MODULE?
For hardware, the cryptographic boundary can be either
a single-chip, or a multiple chip embedded modules
or multiple chip standalone module. The smaller the
cryptographic module, the easier the FIPS validation
process. A larger cryptographic module, such as one that
is the entire assembly, would require a lengthier and more
complex validation process and review, but the validation
is for a more substantial FIPS offering.
Although vendors may want to contain FIPS 140-2 relevant
functionality within as small a package as possible to
reduce the need for reevaluation, a module with only a
single chip validation still leaves the rest of the module
exposed and unsecured against potential threats. An
entire assembly that is FIPS validated is far stronger
against similar threats.

Single chip cryptographic module

WHICH FIPS LEVELS SHOULD YOU GET?
Not all FIPS-validated offerings are the same. A unit with
a single chip validation can still be exposed to security
threats, via bypassing the single chip. A multiple-chip
standalone module is much more secure in that respect.
Furthermore, Level 2 validation of any of the 11 FIPS
specifications is substantially more thorough in its
security requirements than a Level 1 validation, and
hence more intense and rigorous in its testing and review.
A product that is Level 2 validated in several of the 11
specifications, is substantially more tested.

Multiple-chip embedded module

Multiple-chip standalone module
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FIPS OUTSIDE NORTH AMERICA:
WHY IT’S NOT JUST FOR
US GOVERNMENT AGENCIES ANYMORE
FIPS standards have been adopted by governmental,
public and private entities as well as non-US
organizations. For a variety of reasons, FIPS enjoys a wide
base of support including:
1.

”Stamp of approval” by US government for sensitive
data on unclassified, unsecure networks

2.

Identified as a major procurement item, thereby
acting as a control gate for procurement

3.

Published definition of the AES standard (FIPS-197),
which was adopted by the federal government on
November 26, 2001. The predecessor standard, DES
(Data Encryption Standard, 1977) had been deemed
unsecure with the advent of supercomputers that
could search for an encryption key and successfully
crack its algorithm. Specifically, DES is now
considered unsecure chiefly due to the 56-bit key size
being too small. In January 1999, Distributed.Net and
the Electronic Frontier Foundation collaborated to
publicly break a DES key in 22 hours and 15 minutes.
In general, industry is already aware of and using
AES.

4.

Proprietary encryption algorithms generally not being
accepted because they do not have the rigorous (both
actual and theoretical) analysis, testing and review
process that are prominently itemized by FIPS

5.

Lack of other documented standards, testing
protocols and review process

6.

Market being larger for equipment that is validated
to FIPS, compared to equipment available that is
validated to a proprietary standard

CONCLUSION
In an ever more-dangerous wireless world, threats come
from all directions. The very solutions intended to provide
protection might themselves be targets or sources of
compromise. Government operators and like-minded
security-conscious private network providers need and
in many circumstances are required to have validated
security solutions for their communications systems.
Fortunately, the US federal National Institute of Standards
and Technology (NIST) has been charged with formulating
and promulgating computer security standards even
before the advent of the cellular phone. Its series of
Federal Information Processing Standards (FIPS) lays
the foundation for third-party validated security solutions
that government and non-government operators can
have confidence in to protect their wireless networks
from information tampering, network manipulation and
authorized user identity theft.
Of all these FIPS standards, FIPS 140-2 and FIPS 197 have
come to the forefront as the most indispensable security
protocols. And while all US federal agency information
systems are required to follow them for unclassified but
sensitive data, many more private operators are now
following that lead and issuing RFPs for new network
projects clearly delineating FIPS as mandatory. As time
passes, FIPS should only become more widely required in
all manner of network projects.

Aviat Networks is the industry’s most secure microwave solution, dedicated to meet strict
standards for network security, including validation to FIPS standards and integrated RADIUS
capability. The Eclipse Packet Node platform is validated to FIPS 140-2 Level 2 and FIPS 197.
Government and commercial customers can be assured that Aviat’s FIPS-validated products,
with its built-in hardware and software security features, are highly robust and can secure their
wireless and wireline networks against tampering, unwanted and unlawful activities.
Find out more about Aviat’s Strong Security portfolio at:
http://us.aviatnetworks.com/solutions/advanced-technologies/strong-security.
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